
Major Areas of Risk (SAMPLE)
1. Financial

a. Sustainability of revenue

b. Collectability of pledges (possible write-offs)
c. Processing errors and/or misstatements of financial reports; other fraud (mitigated by internal controls policies and procedures)

d. Gift acceptance policy (e.g., accepting gifts that are not in our best interest)

e. Monitoring and honoring restricted gifts from donors, accounting for them correctly and classifying them accurately in the financial statements

f. Cash management at events, if applicable
g. Cash flow 
h. Unemployment insurance liability(if self-funded)
i. Investments: exposure to market fluctuations and over-weighting in certain types of investments
2. Operational 
a. Turnover

b. Employee safety (e.g., accidents, evacuation, facilities issues)

c. Compensation 

d. Diversity/inclusion of staff and Board

e. Training and professional development 

f. Cross-training in overlapping functions (avoid inefficiencies)
g. Disaster Management & Recovery 

i. Crisis management and Business Continuity Planning

ii. Data back-up
iii. Crisis communication plan
h. Technology and Information Management

i. Document retention policies and procedures
ii. Data breach: protection of personal information for donors, employees, clients
iii. Security of network, data on network, and individual workstations (access and devices themselves)
i. Documentation of practices, procedures (lack leads to inefficiencies)
j. Insurance: amount of insurance coverage for existing policies—is it sufficient? What is the exposure? Frequency of review of policies and broker/carriers.

3. Legal

a. Harassment, discrimination and other suits related to employees
b. Other types of legal issues
4. Compliance 
a. Board oversight and governance: self-assessment, bylaws, policies (e.g., conflict of interest)

5. Brand/PR 
a. Child safety

b. Communication with external constituents/brand

c. Charity navigator rating

d. Website: needs be kept up to date with new content

6. Strategic

a. Succession planning

b. Growth in particular areas over others

Note: this is not meant to be an exhaustive list.


